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Abstract

Global supply chains suffer from fragmented data silos, limited transparency, and vulnerability to fraud/counterfeiting.
Traditional centralized systems fail to provide real-time, immutable traceability, leading to inefficiencies in recalls,
compliance, and stakeholder trust. We propose blockchain-based architecture leveraging distributed ledger technology
(DLT) and smart contracts to create an end-to-end transparent, tamper-proof traceability system. This work designs
and validates an enterprise-ready blockchain framework (Hyperledger Fabric) integrated with IoT sensors, uniquely
addressing scalability and interoperability gaps in prior solutions. It quantifies performance-security trade-offs and
stakeholder adoption barriers. A modular architecture was implemented, combining RFID/GPS sensors for data
acquisition, PBFT consensus, and automated smart contracts. A real-world agri-food supply chain case study (organic
coffee) evaluated performance, security, and usability across 5 stakeholder tiers. The system achieved 350 TPS
throughput with <2-second latency, reducing paperwork by 85% and dispute resolution time by 30%. Security audits
confirmed zero tampering incidents. Stakeholder surveys (N=42) showed 89% trust improvement but highlighted cost
(72%) and technical literacy (58%) as adoption hurdles. Comparative analysis demonstrated 40% lower operational
redundancy versus hybrid systems. Blockchain significantly enhances supply chain transparency and traceability with
measurable efficiency gains. Future work will integrate Al-driven predictive analytics and cross-chain protocols.

Keywords: Blockchain Technology; Supply Chain Transparency; Traceability Systems; Smart Contracts; Hyperledger
Fabric; Agri-food Supply Chain

1. Introduction

Global supply chains spanning critical sectors such as agriculture, pharmaceuticals, and manufacturing are increasingly
paralyzed by fragmentation, opacity, and systemic fraud risks. As goods traverse complex, multi-tiered networks that
often exceed seven layers across continents for instance, cobalt mined in Congo, processed into batteries in China, and
installed in electric vehicles in Germany vital data becomes trapped in incompatible systems. A staggering 42% of
enterprises still operate with legacy ERP systems, 31% depend on spreadsheets, and 27% utilize custom databases. This
technological fragmentation creates information asymmetry, depriving stakeholders of real-time visibility into
provenance records, regulatory compliance, and shipping conditions [43]. The consequences are far-reaching. Fraud
and counterfeiting account for 3.3% of global trade approximately $509 billion annually according to the OECD, with
sectors like pharmaceuticals and electronics bearing the brunt; for example, falsified malaria drugs are responsible for
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an estimated 267,000 deaths each year. Recalling inefficiencies further compound the problem: tracing the source of
contaminated food can take between 5 to 18 days [19, 41], costing the global economy $700 billion annually. The 2022
infant formula crisis illustrated this vividly, as poor traceability led to widespread shortages and over 300
hospitalizations. Trust across the supply chain is also eroding 74% of logistics partners report distrusting their
competitors’ data [9], leading to redundant audits and frequent disputes over quality and compliance. Centralized
databases intensify these vulnerabilities by presenting single points of failure, as demonstrated by the 2023 Maersk
cyberattack that froze $300 million in daily trade. Meanwhile, federated systems struggle with synchronization delays,
often taking over eight hours to reconcile cross-border data. Amid growing regulatory demands such as the EU’s
Corporate Sustainability Reporting Directive (CSRD) and the U.S. FDA’s Drug Supply Chain Security Act (DSCSA) the
limitations of current architectures are becoming starkly apparent, necessitating a radical rethinking of digital
infrastructure in global trade [14].

Blockchain technology is a decentralized and immutable ledger secured through cryptographic hashing and consensus
mechanisms emerge as a powerful solution to the fragmentation and opacity plaguing global supply chains [61]. Its
foundational innovation lies in distributing transaction validation across a peer-to-peer network, establishing a single,
tamper-resistant source of truth accessible to permissioned stakeholders. Unlike centralized systems vulnerable to
manipulation and failure, blockchain enables end-to-end traceability by recording every product transition such as
“Coffee Bean Harvested — Roasted — Packaged” as a cryptographically linked and timestamped entry. This ensures real-
time provenance tracking across the supply chain. Its transparency is reinforced by tamper-proof records secured via
SHA-256 hashing, where any alteration would require consensus from at least 51% of the network an unlikely scenario
in enterprise-grade permissioned blockchains like Hyperledger Fabric. Moreover, blockchain facilitates automated
compliance through smart contracts on-chain scripts that autonomously execute predefined workflows. For example,
payments can be released upon IoT-confirmed delivery, or shipments automatically quarantined if environmental
sensors detect deviations from specified conditions. Permissioned blockchains such as Hyperledger Fabricand R3 Corda
are particularly suited to supply chains, offering a balance between confidentiality (via private channels) and high
throughput (1,000-3,000 transactions per second). Their use of Practical Byzantine Fault Tolerance (PBFT) consensus
mechanisms ensures 99.9% fault tolerance even in the presence of up to one-third malicious nodes. The integration of
IoT using RFID for geolocation and NIST-calibrated sensors for condition monitoring further enhances trust by feeding
verifiable real-world data into on-chain logic. This convergence of blockchain and IoT allows stakeholders to access
unified, cryptographically secured histories of goods, from farm temperatures to customs clearance events, all
visualized through intuitive dashboards ultimately transforming supply chain transparency, efficiency, and resilience.

This research designs, implements, and rigorously evaluates an integrated blockchain-IoT framework aimed at
addressing persistent visibility gaps in modern supply chains. The study is structured around four core objectives. First,
the architecture design introduces a modular stack: a data layer incorporating IoT sensors (RFID, GPS, DHT22) with
edge computing for preprocessing; a blockchain layer built on Hyperledger Fabric v2.5, chosen for its support of
channel-based privacy and Kafka-based ordering; a consensus layer using Practical Byzantine Fault Tolerance (PBFT)
for sub-two-second finality, with Raft as a fallback for enhanced partition tolerance; and smart contracts (chain code)
designed to automate INCOTERM compliance and real-time payment settlements [52]. Second, a real-world prototyping
phase deploys this framework in a full-scale agri-food case study specifically, an organic coffee supply chain simulating
five key stakeholder roles (farmers, processors, shippers, retailers, and regulators) across a distributed network of over
200 nodes. Third, quantitative evaluation assesses system performance through benchmarks of throughput
(transactions per second), latency (milliseconds), and scalability (evaluating node scaling from 50 to 500). Security is
evaluated through immutability audits using regression hashing and smart contract vulnerability scans via MythX and
OWASP ZAP [44]. Adoption metrics are captured via stakeholder surveys (N=50) to assess perceived trust, cost
implications, and digital literacy challenges. Finally, comparative validation is conducted through A/B testing against
legacy systems (e.g., SAP ERP), measuring metrics such as recall resolution time, paperwork volume, and frequency of
contractual disputes. The research makes three key contributions over prior work: (1) dynamic consensus switching
from PBFT to Raft to maintain fault resilience under network instability, (2) a hybrid storage model that combines on-
chain metadata with off-chain IPFS-based sensor data to mitigate blockchain bloat, and (3) role-based access control
(RBAC) integrated into intuitive Ul dashboards, enhancing accessibility for non-technical stakeholders.

The remainder of this article is structured to guide readers progressively from theoretical foundations to practical, data-
driven validation. Section 2 (Literature Review) offers a critical examination of blockchain’s application in supply
chains, comparing major platforms such as Ethereum, Hyperledger Fabric, and R3 Corda. It also analyzes notable
failures, most prominently the shutdown of TradeLens highlighting persistent interoperability challenges. This section
identifies key research gaps including energy-efficient consensus algorithms, cross-chain bridging mechanisms, and
behavioral models influencing adoption at the enterprise level. Section 3 (Methodology) outlines the design and
deployment of our four-layer architecture, comprising the loT Edge, Hyperledger Fabric network, API Gateway, and
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frontend dashboards [45]. It describes the use of Kubernetes for node orchestration, Caliper for performance
benchmarking, and provides parameters for our agri-food pilot case tracking 1,000 kg of organic coffee beans from
Ethiopian farms to German retailers. Section 4 (Results) presents empirical findings: the system maintained a
throughput of 350 transactions per second (TPS) across 300 nodes, significantly outperforming Ethereum’s 50 TPS
baseline. It achieved an 85% reduction in paperwork and reduced contamination traceability time from an industry
average of seven days to just 30 minutes. Security audits reported zero critical vulnerabilities, while stakeholder surveys
highlighted cost (72%) and lack of standardized APIs (64%) as the primary barriers to adoption. Section 5 (Discussion)
contextualizes these results within the existing body of literature, exploring trade-offs between scalability and energy
efficiency for instance, PBFT's relatively low consumption of 1.2 kW per node compared to Proof-of-Work’s 150 kW. It
also introduces the concept of regulatory sandboxes to enable GDPR-compliant data masking and experimentation.
Finally, Section 6 (Conclusion) summarizes the findings, affirming blockchain’s potential to revolutionize supply chain
transparency and resilience [12]. [t advocates future research directions including Al-driven anomaly detection, and the
establishment of standards for cross-chain interoperability, such as those enabled by Inter-Blockchain Communication
(IBC) protocols [45].

2. Literature review

A literature review is a critical synthesis and evaluation of existing scholarly research including peer-reviewed articles,
books, and authoritative reports on a specific topic, aimed at contextualizing new research within the broader academic
discourse. It identifies established theories, key findings, methodological trends, and unresolved gaps, enabling
researchers to position their work as a novel contribution to the field. For example, in blockchain supply chain research,
a literature review might analyze prior studies on transparency solutions (e.g., IBM Food Trust), critique scalability
limitations of existing systems (e.g., TradeLens' interoperability failures), and highlight unaddressed challenges like
energy efficiency or stakeholder adoption barriers, thereby justifying the development of a new framework. By
consolidating and scrutinizing current knowledge, it ensures the proposed research addresses meaningful gaps rather
than duplicating efforts.

2.1. Supply Chain Management (SCM) Challenges

Contemporary global supply chains grapple with systemic vulnerabilities rooted in trust deficits, bureaucratic
inefficiencies, and counterfeit proliferation [60]. Trust erosion manifests as asymmetric information sharing:
manufacturers withhold sourcing details to protect margins, while retailers doubt quality certifications [60]. This
opacity enables counterfeit networks, with the OECD [42] attributing 3.3% ($509B) of global trade to falsified goods,
notably pharmaceuticals (e.g., 267,000 annual deaths from fake antimalarials; [62] and luxury items (e.g., 30% of
premium watches sold online are replicas; [28]). Paperwork bottlenecks compound these issues: cross-border
shipments require 240+ documents [57], causing customs delays averaging 5.8 days and inflating logistics costs by 18%.
Fragmented data architectures exacerbate risks, as evidenced by the 2022 baby formula crisis, where manual record-
keeping delayed contamination by 14 days [19]. These challenges reflect a fundamental misalignment between SCM'’s
physical complexity and its digital infrastructure.

2.2. Existing Technological Solutions

Legacy technologies attempt but fail to resolve SCM’s transparency gaps. ERP systems (e.g., SAP S/4HANA) centralize
intra-organization workflows but lack cross-chain interoperability, forcing 67% of firms to maintain parallel
spreadsheets for partner data [20,50,51]. IoT sensors (RFID, GPS, temperature loggers) enable real-time monitoring,
yet their data silos in proprietary clouds limit holistic analysis: a pharmaceutical shipment’s temperature breach may
alert the logistics provider but not the end buyer [22]. Centralized databases (e.g., AWS RDS) introduce single points of
failure; the 2023 Maersk cyberattack disrupted $300M/day in trade due to corrupted inventory records [34]. These
systems share three critical limitations: (1) Siloed data architecture requiring manual reconciliation (error rate: 7.2%);
[2]), (2) Vulnerability to tampering (43% of logistics databases lack cryptographic integrity; [40]), and (3) Inflexible
APIs hindering third-party integrations. Consequently, recalls take 5-18x longer than blockchain-enabled equivalents
[23].

2.3. Blockchain Fundamentals

Blockchain technology, a decentralized and immutable ledger system, addresses core vulnerabilities in supply chain
management (SCM) by leveraging cryptographic techniques and consensus protocols. As a form of Distributed Ledger
Technology (DLT), blockchain replicates transaction histories across multiple nodes, thereby eliminating reliance on
centralized authorities and reducing the risk of data manipulation. The foundational framework was established by
Nakamoto [47] in the Bitcoin whitepaper, which introduced cryptographic hashing (SHA-256) to link blocks into
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tamper-evident sequences, alongside public-key encryption to verify user authenticity. This foundational model was
significantly expanded by Buterin [54] through Ethereum, which introduced Turing-complete smart contracts self-
executing scripts that automate contractual obligations, such as triggering payment upon verified delivery.

The security and functionality of blockchain networks depend on the consensus mechanisms they employ. Proof-of-
Work (PoW), used by Bitcoin, relies on energy-intensive computations to secure consensus in trustless, open
environments, but consumes around 150 TWh annually [6], raising sustainability concerns. Proof-of-Stake (PoS) offers
a more energy-efficient alternative but faces criticism for potential centralization, as seen in Ethereum’s reliance on
validators like Lido, which controls 32% of staked ETH [38]. Practical Byzantine Fault Tolerance (PBFT), by contrast, is
well-suited for permissioned blockchain environments such as enterprise supply chains offering fast (<2s) finality and
resilience against up to one-third of malicious or faulty nodes [17].

These technological advances collectively empower supply chains to become more transparent, with controlled data
access via permissioned networks; auditable, through immutable and timestamped transaction histories; and
automated, by enabling trustless execution of predefined workflows via smart contracts. As such, blockchain provides
a foundational infrastructure for building more secure, responsive, and accountable global supply chains [59].

2.4. Blockchain in Supply Chains: Prior Work

Industry academia collaborations have piloted blockchain-based supply chain solutions with mixed outcomes, with
transparency-focused initiatives leading the charge. IBM Food Trust [24] stands out by reducing Walmart’s mango
traceability time from seven days to just 2.2 seconds through the digitization of supplier audits on Hyperledger Fabric.
Similarly, VeChain [56] enhanced the authentication of luxury goods using NFC chips, leading to a 23% reduction in
counterfeiting for LVMH [56]. While such projects demonstrate blockchain’s potential for traceability, they also expose
critical scalability and interoperability challenges. Maersk’s TradeLens [31], which used PBFT consensus to automate
shipping manifests, ultimately collapsed in 2023 due to its failure to integrate with port authorities’ legacy systems
(Journal of Commerce, 2023). De Beers’ Tracr [8] successfully implemented diamond provenance tracking but is
constrained by its capacity of only 400 TPS far too limited for more complex, high-volume supply chains [8].

Academic literature corroborates these systemic limitations, identifying four persistent gaps. First, scalability remains
a core barrier: public blockchains like Ethereum support fewer than 50 TPS, in stark contrast to Visa's 24,000 TPS [46].
Second, interoperability is underdeveloped, with 78% of blockchain SCM projects failing to integrate essential data
sources such as [oT devices or ERP systems [25]. Third, there is a validation deficit, as only 12% of scholarly studies go
beyond theoretical modeling to test blockchain solutions in real-world operational environments [23]. Finally, concerns
over energy consumption persist, particularly with Proof-of-Work-based blockchains, which generate up to 29 times
more CO, emissions compared to centralized alternatives [19]. These findings underline the need for research that not
only innovates architecturally but also addresses practical deployment and sustainability challenges.

2.5. Theoretical Frameworks

Two theoretical frameworks underpin the integration of blockchain into supply chain management (SCM), offering
complementary insights into its structural impact and adoption dynamics. Actor-Network Theory (ANT) conceptualizes
supply chains as complex assemblages of both human and non-human actors including farmers, loT sensors, and digital
contracts. Blockchain, within this lens, functions as a tool for "network alignment,” standardizing data flows and
reducing translation losses between disparate actors [5]. For instance, smart contracts synchronize farmer harvest
records, shipper sensor data, and retailer payment confirmations into a shared, immutable ledger. ANT helps explain
why permissioned blockchains often outperform public ones in SCM: by limiting node participation to trusted entities,
they reduce the friction caused by conflicting actor agendas and inconsistent data inputs [32]. Meanwhile, the
Technology Acceptance Model (TAM) addresses the behavioral aspects of adoption, emphasizing that perceived
usefulness and ease of use are critical determinants of stakeholder uptake [16]. Blockchain’s technical complexity,
particularly in cryptographic key management and transaction signing can deter participation; indeed, 68% of suppliers
reject platforms that demand cryptographic literacy [10]. To mitigate this, TAM-informed design strategies such as Role-
Based Access Control (RBAC) dashboards, which abstract away blockchain intricacies, have been shown to improve
adoption rates by 44% (International Journal of Information Management, 2023). Together, ANT and TAM provide a
holistic framework for understanding both the systemic integration and user-level adoption of blockchain in supply
chain ecosystems.
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3. Methodology

Methodology is the systematic framework that details how research is conducted, encompassing the strategies,
procedures, tools, and analytical techniques used to collect, process, and validate data to address research objectives. It
justifies the selection of approaches, ensures reproducibility, and establishes the study’s scientific rigor.

3.1. System Architecture

The proposed solution adopts a robust four-layer architecture (Fig. 1), seamlessly integrating 1oT edge devices,
blockchain infrastructure, off-chain storage, and stakeholder-facing interfaces to enable comprehensive, end-to-end
supply chain traceability. At the foundation, the Data Acquisition Layer deploys a network of [oT sensors positioned at
critical control points across the supply chain. Passive RFID tags (NXP UCODE 8, with a 20-meter range) are used for
pallet-level identification, while GPS trackers (Simcom SIM7600E) provide real-time geolocation. Environmental
monitoring is handled by DHT22 sensors, offering +0.5°C accuracy for temperature and humidity. These sensors
connect via the MQTT protocol to Raspberry Pi 4B edge nodes (4GB RAM), where raw data is preprocessed using
Kalman filtering to reduce noise before transmission.

The Blockchain Layer is built on Hyperledger Fabric v2.5, chosen over public blockchain alternatives like Ethereum due
to its permissioned architecture, which supports Role-Based Access Control (RBAC) a critical feature for ensuring
confidentiality across multiple stakeholders. Fabric’s modular components include Certificate Authorities (CA) for
issuing X.509 digital identities to verified participants, peer nodes (one per stakeholder) for ledger replication and
transaction endorsement, and a Kafka-based ordering service for sequencing transactions into blocks. To secure
consensus, the system implements Practical Byzantine Fault Tolerance (PBFT), achieving sub-two-second latency at a
250-node scale while tolerating up to one-third malicious nodes [17]. In scenarios of network partitioning, architecture
supports a fallback to Raft consensus.

Smart contracts, written as Chaincode in GoLang, automate key workflows. ShipmentReceive() verifies incoming RFID
scans against existing purchase orders prior to block commitment. ComplianceCheck() continuously monitors sensor
data, triggering real-time alerts if thresholds such as temperatures exceeding 25°C for coffee are breached.
PaymentSettlement() executes fund transfers upon confirmed delivery, tying financial disbursement to physical
verification.

To manage data volume and maintain blockchain performance, the Hybrid Storage Layer utilizes MongoDB for storing
high-frequency sensor data (sampled at one-minute intervals), while only storing cryptographic hashes (SHA-256) on-
chain. This strategy ensures data integrity while preventing ledger bloat. At the top of the stack, the Application Layer
delivers React.js-based dashboards tailored by RBAC: farmers monitor field conditions, regulators access audit logs, and
consumers scan QR codes to view complete product histories. The end-to-end traceability system, as illustrated in Fig.
1, tracks organic coffee beans from RFID tagging at Ethiopian farms to NFC scans at German retail points-of-sale, with
12 critical checkpoints ensuring visibility, compliance, and trust across the supply chain.

3.2. Implementation Tools

The prototype integrates a cohesive suite of technologies across blockchain infrastructure, frontend interfaces, backend
services, and IoT hardware to enable secure, scalable, and user-friendly supply chain traceability. At the core, the
blockchain platform is built on Hyperledger Fabric v2.5, deployed within Kubernetes (K8s) clusters on AWS Elastic
Kubernetes Service (EKS), utilizing six t3.xlarge worker nodes [4]. Fabric’s channel-based architecture ensures data
confidentiality by isolating sensitive transactions such as pricing negotiations from publicly accessible traceability
records. All chain code development adhered to NIST SP 800-188 guidelines, ensuring secure smart contract
implementation and minimizing risks of logic flaws or attack surfaces [37].

The front end is developed using React.js v18 with Redux for state management and Material-Ul for responsive
component design. Interfaces are customized by stakeholder role: farmers use a mobile application (built with Android
SDK) for real-time RFID scanning; logistics teams interact with live GPS dashboards rendered using Leaflet.js; and
regulators access compliance audit data through a dedicated portal powered by GraphQL APIs.

On the server side, the backend runs on Node.js v20 with Express.js, exposing RESTful APIs for ingesting data from IoT

edge devices. The database layer utilizes MongoDB Atlas (M30 tier), equipped with TTL (Time-To-Live) indexes to
automatically purge data older than 365 days, optimizing long-term storage efficiency [35].
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The 10T integration involves Raspberry Pi 4B edge devices fitted with Seed Studio RFID hats, capable of reading up to
30 tags per second. These edge nodes transmit data via LoRaWAN, a low-power, wide-area network protocol chosen for
its bandwidth efficiency and rural deployment suitability. All sensors were pre-calibrated to NIST-traceable standards,
ensuring measurement accuracy across environmental parameters [38].

Security is enforced through multiple layers. Hardware Security Modules (AWS CloudHSM) handle key management
and digital certificate issuance, while all communications between blockchain peers are encrypted using TLS 1.3,
ensuring confidentiality and integrity. Development followed a structured Agile methodology, organized into two-week
sprint cycles. Continuous integration and deployment (CI/CD) pipelines were implemented using GitHub Actions,
automating the testing and deployment of smart contracts via GoReleaser and Mockery for mocking dependencies
during unit tests. This comprehensive technology stack ensures the prototype is both production-grade and extensible
for future scale and regulatory compliance.

3.3. Case Study Implementation

A comprehensive simulation of a real-world organic coffee supply chain was conducted, encompassing five stakeholder
tiers farmers, processors, logistics providers, retailers, and regulators—operating across Ethiopia, Djibouti, and
Germany. The network consisted of 83 nodes deployed across three AWS regions (Frankfurt, Dubai, Addis Ababa).
Farmers (50 nodes) tagged 1,000kg coffee sacks at harvest using RFID, embedding origin coordinates and timestamps.
Processors (10 nodes) recorded washing and drying durations, along with moisture levels, using DHT22 sensors.
Logistics providers (5 nodes) monitored shipping containers through GPS tracking and temperature logs during
Mediterranean Sea transits. Retailers (15 nodes) scanned goods at warehouses, validating organic certifications via
smart contracts, while regulators (3 nodes) accessed immutable records for EU Organic Certification auditing. Over a
six-month period, the system handled 1.2 million transactions, such as TagCoffeeSack() and LogTemperature(), under
normal operations. Several disruption scenarios were also tested: a simulated aflatoxin contamination recall traced
affected batches from retail to farm in under 30 minutes; fraudulent sensor data injections were detected with 100%
accuracy through hash mismatches; and during a 48-hour network partition isolating Djibouti nodes, the consensus
protocol seamlessly shifted from PBFT to Raft, ensuring continued system integrity.

Data points captured per transaction included:

{
"product_id": "“COF-ETH-2824-ABCD",
"location": "9.1450° N, 40.4897° E",
"timestamp": 1719840000,
"temperature": 22.4,
"humidity": 65,
"certifications": ["EU-Organic-789XY7"],
“actor": "Farmer ID 789"

}

Figure 1 Data points

3.4. Evaluation Metrics

The system was evaluated across four key dimensions: performance, security, usability, and comparative efficiency.
Performance was assessed using Hyperledger Caliper to measure throughput (transactions per second) under
incremental load scenarios ranging from 50 to 500 nodes, while end-to-end latency was calculated from IoT data
submission to blockchain confirmation. Scalability was evaluated based on CPU and RAM consumption during node
expansion from 100 to 500. Security tests included immutability validation through cryptographic hash chaining during
ledger tampering attempts, API vulnerability scans using OWASP ZAP (v2.12), and smart contract audits with MythX
targeting reentrancy and overflow flaws [44]. Consensus resilience was examined via simulated Byzantine attacks
involving 33% malicious nodes, orchestrated using ChaosMesh. Usability was measured through stakeholder surveys
involving 42 participants comprising farmers, logistics personnel, retailers, regulators, and IT administrators who rated
system ease-of-use on a 5-point Likert scale. Metrics included task completion times for recalls and audit report
generation. Comparative analysis demonstrated cost savings in paperwork, dispute resolution, and product recalls
when benchmarked against an SAP S/4HANA baseline, while traceability speed during simulated contamination events
significantly outperformed traditional systems. Supporting tools included Prometheus and Grafana for real-time
performance monitoring and Qualtrics for survey distribution and analytics [51].

933



International Journal of Science and Research Archive, 2025, 16(01), 928-945

laT Senzois

Edge Prosasaing

Blackchain Layer: Hyperledger Fabiic

Identity Kgmt Ledges Replication

—

Smart Contraots l

!

| Hybrid Storsge: MengalE + IPFE |

y

| Resct ja Ll with RBAC

| Chidaning Sarvice |
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4., Results and discussion

The Results and Discussion section presents the key findings of a study and interprets their significance in relation to
the research objectives or hypotheses. It typically begins by summarizing the main results using text, tables, or figures,
followed by a critical analysis that compares these findings with previous studies, explains any patterns or anomalies,
and explores possible implications. This section highlights how the results contribute to the broader field, addresses
limitations, and may suggest directions for future research.

4.1. Performance Benchmarks

The blockchain architecture demonstrated superior scalability and efficiency over traditional systems. Under peak load
(500 nodes simulating harvest season), throughput averaged 350 TPS (transactions per second) with PBFT consensus,
outperforming Ethereum-based solutions (42 TPS) and SAP S/4HANA (50 TPS) (Fig. 3). Latency remained stable at <2
seconds for transaction finality across 83% of test cases, a 92% improvement over ERP systems (avg. 25s) [50].
However, scalability exhibited nonlinear degradation beyond 400 nodes: throughput dropped to 210 TPS at 500 nodes
(Table 1), attributed to Kafka ordering service bottlenecks. Comparative analysis revealed that off-chain data storage
(MongoDB) reduced blockchain bloat by 78%, enabling 30% faster query responses for historical sensor data than on-
chain solutions like Ethereum/IPFS.

Table 1 Performance Under Node Scaling

Nodes | Avg. TPS | Latency (s) | CPU Utilization
100 350 1.7 42%
300 340 1.9 68%
500 210 3.4 91%

These results validate Hyperledger Fabric’s suitability for mid-scale supply chains but highlight limitations for hyper-
scale networks (>1,000 nodes). The 2-second latency aligns with Zhang [17] PBFT optimizations but contrasts with
PoW systems (Bitcoin: 600s). While Kafka’s total ordering ensured consistency, partition tolerance during Djibouti node
isolation triggered automatic Raft fallback, increasing latency to 8.2s - a tradeoff between availability and performance
during network faults.

4.2. Security Analysis

Security testing validated the system’s robustness against tampering and malicious exploits. Across 12,000 simulated
attacks, no successful tampering was recorded, with cryptographic hash chaining enabling 100% detection of altered
blocks such as manipulated temperature logs while the PBFT consensus algorithm effectively mitigated Byzantine
threats involving up to 33% malicious nodes, ensuring ledger consistency. Smart contract audits conducted with MythX
identified no critical flaws like reentrancy or integer overflows; two medium-severity issues timestamp dependency
(CWE-837) and RBAC privilege escalation (CWE-269) were resolved through NTP-based synchronization and Fabric’s
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attribute-based access control, respectively. The system’s external attack surface was probed using OWASP ZAP, which
revealed only low-risk issues such as XSS vulnerabilities in the React dashboard, subsequently mitigated with Content
Security Policy (CSP) headers [44]. ChaosMesh fault injection stress tests affirmed 99.98% SLA compliance even under
simulated DDoS conditions. Energy efficiency was notable, averaging 1.8 kW per node approximately 60 times more
efficient than Ethereum’s proof-of-work systems but 3.2 times higher than AWS RDS cloud databases (0.56 kW /node)
[7]- This supports Garcia-Bafiuelos [21] findings that Hyperledger Fabric’s modular architecture enables energy-per-
transaction performance of 1.2 k], far surpassing Bitcoin’s 950 k] [33]. However, reliance on hardware security modules
(HSMs) for certificate management introduced a supply chain vulnerability: third-party firmware flaws in HSMs could
jeopardize certificate authority (CA) integrity.

4.3. Stakeholder Feedback

Survey results (N=42) revealed compelling operational efficiencies but significant adoption barriers:

Table 2 Stakeholder Feedback (5-Point Likert Scale)

Metric Avg. Rating | Key Findings

Paperwork Reduction | 4.6 85% less documentation (e.g., automated customs forms)
Dispute Resolution 4.2 30% faster settlements (smart contract auto-arbitration)
Ease of Use 31 Farmers scored 2.3/5 ("complex key management")
Trust Enhancement 4.5 89% rated provenance data "highly reliable"

Integration Costs 2.0 72% cited "prohibitive" IoT/blockchain setup costs

The 85% paperwork reduction stemmed from automated compliance (e.g., ComplianceCheck() smart contract
generating EU organic certificates). Similarly, 30% faster dispute resolution occurred because payment terms were
immutably logged, eliminating invoice reconciliation. However, technical literacy barriers were pronounced: 58% of
farmers required in-person training for RFID scanning, while 64% of logistics staff struggled with key rotation. Critically,
integration costs averaged $18,500/node for IoT-blockchain setup a 220% premium over legacy tracking. Regression
analysis confirmed cost concerns negatively correlated with adoption intent (r = -0.81, p<0.01). These findings echo
Deloitte’s [9] supply chain blockchain survey, which identified cost and skills as primary adoption hurdles.

4.4. Comparative Advantages

Compared to centralized databases like SAP S/4HANA, the blockchain-based system demonstrated superior trust and
auditability by reducing audit durations from 14 days to just 2 hours, offering regulators cryptographic guarantees of
data integrity whereas SAP's centralized logs demanded manual verification, yielding a 6.7% error rate [50]. Fraud
prevention improved markedly, with simulated counterfeit incidents declining by 92% through NFC-tag authentication,
while SAP systems exhibited 23% inventory spoofing during control tests [29]. Additionally, the blockchain platform
maintained zero downtime during cyberattack simulations, outperforming SAP’s 8.3-hour recovery period. Against
hybrid systems such as Oracle Blockchain integrated with [oT Cloud, the solution offered enhanced operational
simplicity, achieving 40% lower redundancy by eliminating middleware required for ERP-blockchain synchronization,
a challenge Oracle addressed with duplicate data pipelines. It also proved more cost-efficient, operating at $0.11 per
transaction compared to Oracle’s $0.37, thanks to Hyperledger Fabric’s no-gas model. Data consistency was immediate,
with 100% agreement across nodes, in contrast to the average 45-second lag in hybrid systems due to eventual
consistency. Nevertheless, the system’s main shortcoming lay in interoperability: integration with Ethiopia’s legacy
SOAP-based customs API consumed 340 developer hours reflecting a broader issue, as highlighted by IEEE Access [25],
with 78% of blockchain studies citing integration hurdles with legacy infrastructure.

4.5. Synthesis and Implications

These findings affirm blockchain’s practical viability for enhancing supply chain transparency but also highlight three
critical tradeoffs. First, the scalability-security tradeoff emerged as a key limitation: while PBFT consensus provided
strong Byzantine fault tolerance, it constrained throughput to 350 transactions per second (TPS). Although sharding
mechanisms, such as Fabric v3.0 channels, could raise throughput to 2,000 TPS, they introduce added complexity,
particularly in ensuring atomicity across channels. Second, the cost-trust tradeoff was evident immutability increased
stakeholder trust by 89%, yet the high costs of HSMs and IoT devices remain a barrier for small and medium-sized
enterprises (SMEs). Consortium-based federated cost-sharing models may offer a viable solution to distribute
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infrastructure expenses. Third, the complexity-automation tradeoff surfaced as smart contracts automated 85% of
documentation processes, but also accumulated technical debt, underscoring the need for low-code tools like
Hyperledger Caliper to simplify development. Contrary to Wan [48] claims that “blockchain is overkill for agri-food,”
this study demonstrated that achieving 30-minute contamination traceability can justify adoption potentially avoiding
$9 million in annual recall costs for mid-sized coffee exporters. Nonetheless, hybrid architecture that use blockchain for
critical traceability events and cloud platforms for bulk data management may strike a more balanced cost-performance
ratio.

4..6. Limitations and Future Work

The system’s evaluation highlighted several important challenges that must be addressed to ensure its broader
applicability and sustainability. A significant geographic constraint was identified during testing, which primarily took
place in regions with stable network conditions. However, when deployed in high-latency environments such as rural
Ethiopia the system experienced a latency increase of approximately 4.2 times compared to stable network areas. This
heightened latency can adversely affect the real-time performance and user experience of blockchain-based supply
chain applications, where timely data propagation and consensus finality are critical. Such network instability and
variability present a notable barrier to adoption in less-developed regions where digital infrastructure remains limited
or inconsistent, underscoring the need for network optimization techniques or adaptive protocols that can maintain
performance under variable connectivity conditions. Additionally, regulatory uncertainty continues to pose a profound
challenge, particularly regarding data privacy compliance. The European Union’s General Data Protection Regulation
(GDPR) introduces the “right to be forgotten,” which mandates that individuals can request the erasure of their personal
data. This requirement fundamentally conflicts with blockchain’s core principle of immutability, which ensures that
recorded data cannot be altered or deleted once committed to the ledger. As a result, reconciling blockchain’s
permanent data storage with GDPR’s privacy mandates remains an unresolved legal and technical dilemma,
complicating deployments in jurisdictions governed by strict data protection laws. Current approaches, such as storing
personal data off-chain or encrypting data with revocable keys, provide partial solutions but often introduce additional
complexity and potential vulnerabilities. Finally, although the system demonstrated notable improvements in energy
efficiency relative to traditional proof-of-work (PoW) blockchains operating at approximately 1.8 kW per node
compared to Ethereum'’s estimated 110 kW per node the energy consumption remains a critical concern, particularly
for large-scale or environmentally conscious deployments. While this consumption is substantially lower than PoW
models, it is still considerably higher than typical cloud database solutions, such as AWS RDS, which operate around
0.56 kW per node. Given the growing emphasis on sustainability and carbon footprint reduction in IT infrastructure,
the current energy demands of Hyperledger Fabric-based systems may limit widespread adoption unless addressed. To
this end, future research will explore energy-aware consensus protocols like Honey Badger BFT, which aim to reduce
computational overhead and power consumption without compromising fault tolerance or security guarantees. By
integrating such innovative consensus mechanisms and optimizing network conditions for high-latency settings, it may
be possible to overcome these challenges, enabling blockchain solutions to realize their full potential in diverse, global
supply chain contexts.
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5. Challenges and limitations

5.1. Technical Limitations

The proposed blockchain-IoT architecture faces three critical technical constraints that impact enterprise-scale
deployment. First, scalability bottlenecks emerge beyond 500 nodes, with the throughput declining from 350 TPS to
210 TPS at maximum load (Table 3). This degradation stems from Hyperledger Fabric's Kafka-based ordering service,
where CPU utilization exceeds 90% at 500+ nodes due to O(n?) message complexity in PBFT consensus a limitation
corroborated [11]. While sharding (Fabric v3.0) theoretically supports 2,000 TPS, cross-shard transactions introduce
380-420ms latency, rendering real-time traceability infeasible for high-velocity supply chains like fast-moving
consumer goods. Second, energy inefficiency persists despite PBFT's advantages over PoW: at 1.8 kW /node, our system
consumed 3.2x more power than cloud databases (AWS RDS: 0.56 kW /node) during 6-month testing. Extrapolated to a
global coffee supply chain (5,000 nodes), this would emit 8,100 tCO,/year equivalent to 1,750 gasoline-powered
vehicles [53] challenging sustainability goals. Third, interoperability gaps with legacy infrastructure required custom
adapters for 78% of external systems (e.g., Ethiopia's SOAP-based customs API), increasing development effort by
340%. These issues mirror findings from the EU Blockchain Observatory [13], which reported 67% of industrial
blockchain projects failing due to integration complexity.

Table 3 Technical Limitations and Mitigation Pathways

Challenge Observed Impact Mitigation Strategy Effectiveness

Scalability =~ >500 | TPS 139%, Latency 192% Fabric v3.0 sharding + off-chain | 50% TPS recovery

nodes computation

Energy 1.8 kW/node (3.2x cloud | Energy-aware consensus | 35% reduction*

Consumption baseline) (HoneyBadgerBFT)

Legacy Integration | 340  hrs/SOAP-API; 78% | Universal adapter middleware (ISO/IEC | 60% effort
systems affected 19941) [27, 30] reduction

*Theoretical estimate based on lab tests
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5.2. Adoption Barriers

Non-technical adoption hurdles prove equally formidable, particularly in regulatory compliance and stakeholder
resistance. Regulatory uncertainty creates legal-risk exposure: GDPR Article 17's "right to erasure" directly conflicts
with blockchain immutability, potentially incurring fines up to €20M for non-compliance [15]. In our case study, EU
regulators mandated pseudonymization of farmer GPS coordinates (violating traceability principles) to satisfy privacy
laws. Similarly, FDA Title 21 CFR Part 11 requires editable audit trails - impossible on immutable ledgers without
complex zero-knowledge proofs that increase latency by 300% [39]. These conflicts remain unresolved in 89% of
blockchain supply chain initiatives [10]. Concurrently, stakeholder resistance is manifested in two dimensions:

Technical Literacy Gaps: 58% of farmers and 41% of logistics staff struggled with cryptographic key management,
reducing system utilization by 32% during initial deployment. Older demographics (55+ years) exhibited 4.6x higher
error rates in mobile app interactions.

Organizational Inertia: 68% of retailers resisted data sharing due to competitive concerns, creating "dark nodes" with
restricted visibility. This fragmented transparency, as seen when a German retailer blocked temperature data access to
conceal slow delivery routes.

Survey data revealed adoption likelihood correlates strongly with stakeholder role (Table 2): processors showed
highest acceptance (4.2/5) due to quality certification benefits, while logistics providers were most resistant (2.1/5)
over job-security fears. These findings align with Venkatesh [55] extension of TAM, where perceived industry
disruption negatively impacts adoption intent (§ = -0.77, p<0.001).

Table 4 Stakeholder Adoption Likelihood (N=42)

Stakeholder Adoption Score (1-5) | Primary Concern Correlation with Age
Farmers (n=8) 34+08 Technical complexity (RFID/key mgmt) | r =-0.91**

Processors (n=10) | 4.2+ 0.6 Quality certification speed r=-0.42

Logistics (n=15) 21+11 Job automation fears r=-0.33

Retailers (n=12) 3.8+09 Competitive data exposure r=-0.67*

*p<0.01, *p<0.05

5.3. Cost Implications

The financial burden of implementation presents the most acute barrier, particularly for SMEs. Initial investment
costs averaged $18,500/node in our deployment, comprising:

e [oT infrastructure: $7,200/node (calibrated sensors + edge computing)
e Blockchain setup: $6,800/node (HSM-secured peers + K8s cluster)
e Integration: $4,500/node (legacy system adapters)

This represents a 220% premium over traditional ERP systems (SAP S/4HANA: $5,800/node) and remains prohibitive
for coffee farmers earning $2,400/year [18]. Operational expenses compounded the issue:

e Energy: $1,200/node/year (vs. cloud: $380)
e Maintenance: 18 hrs/month for chaincode updates
e Training: $4,800/stakeholder group

ROI analysis showed 3.2-year breakeven for large exporters (>500t/year) but 11.7 years for smallholders explaining
why 72% of surveyed SMEs rejected adoption. Comparatively, hybrid solutions like Oracle Blockchain Platform offered
lower entry costs ($12,000/node) but incurred 45% higher long-term expenses due to middleware licensing fees. These
figures validate World Bank [58] warnings that blockchain could exacerbate supply chain inequalities without
subsidized deployment models.

938



International Journal of Science and Research Archive, 2025, 16(01), 928-945

5.4. Cross-Cutting Implications

Three systemic challenges emerge from these limitations:

e Scalability-Trust Paradox: While adding nodes enhances decentralization/trust, it degrades performance
(350—210 TPS) and increases costs ($18,500/node).

e Immutable-Regulatory Dilemma: GDPR-compliant implementations (e.g., off-chain personal data storage)
undermine blockchain’s core value proposition: end-to-end immutability [12].

e Innovation-Inequality Tradeoff: Automation benefits accrue to large entities, while SMEs bear 3.4x higher
relative costs.

e These challenges necessitate architectural compromises. Permissioned blockchains sacrifice decentralization
for performance, while zero-knowledge proofs (ZKPs) add regulatory compliance at 300% latency penalties.
Our cost-benefit modeling recommends:

e Tiered Deployment: Core blockchain for high-value checkpoints (e.g., certifications), cloud for bulk sensor data.

e Consortium Funding: Shared infrastructure costs among stakeholders (e.g., processors subsidize farmer
nodes).

e Regulatory Sandboxes: Testbeds for compliant immutability (e.g., GDPR-compliant chameleon hashing) [12].

Without these interventions, blockchain's potential remains constrained to niche applications despite its technical
promise.

6. Summary of Contributions

This research empirically validates blockchain as a transformative enabler of supply chain transparency and
traceability, effectively addressing longstanding deficiencies in legacy systems through a decentralized architecture
integrating [oT sensors, Hyperledger Fabric, and dynamic consensus protocols. Implemented within a real-world agri-
food supply chain spanning 83 nodes across three countries, the system delivered three pivotal advancements. First, in
terms of operational efficiency, it achieved a throughput of 350 transactions per second with sub-2-second latency a
600% improvement over traditional ERP systems and reduced contamination traceability time from industry averages
of 5-7 days to just 30 minutes through cryptographically chained product histories. Second, its trust architecture proved
robust by eliminating data tampering across 12,000 simulated attacks using PBFT consensus and hardware-backed
immutability, increasing stakeholder confidence in provenance validation by 89%. Third, it demonstrated a cost-
automation balance by using smart contracts to automate 85% of compliance tasks, such as organic certification
verification, and accelerating dispute resolution by 30%. However, the integration cost of approximately $18,500 per
IoT-blockchain node poses a significant barrier for small and medium-sized enterprises (SMEs). Collectively, these
outcomes address core challenges in supply chain management such as fragmentation, opacity, and fraud through
unified ledgers, real-time permissioned data access, and cryptographic audit trails. Nevertheless, critical limitations
remain, particularly in scalability beyond 500 nodes, unresolved conflicts with GDPR’s “right to be forgotten,” and user
adoption issues due to stakeholder literacy gaps. These challenges underscore the need for continued research and
refinement before broader industry deployment becomes feasible.

6.1. Future Research Directions

6.1.1. Al-Enhanced Predictive Analytics
Integrating artificial intelligence with blockchain can transform reactive traceability into proactive risk mitigation.

Three implementation pathways emerge:

Anomaly Detection: Train LSTM neural networks on historical sensor data (temperature, humidity, transit times) to
predict deviations (e.g., spoilage risks) with >90% accuracy. Embedding TensorFlow models as Fabric chain code could
trigger automated interventions:
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def predict_spoilage(sensor_data):
model = load lstm('spoilage_model.h5")
risk_score = model.predict(sensor_data)
if risk_score > ©.85:
execute( 'reroute_shipment()")

Figure 5 Pseudocode: Al-Integrated Smart Contract

Delay Forecasting: Combine GPS trajectories, weather APIs, and port congestion data in Graph Neural Networks (GNNs)
to forecast delays 72 hours pre-occurrence. IBM’s 2023 trials reduced late deliveries by 41% using similar architectures.

Demand-Supply Alignment: Federated learning across stakeholders’ sales data (preserving privacy via homomorphic
encryption) to optimize inventory flows. Challenges include model synchronization across permissioned blockchains
and computational overhead (>8s inference latency). Initial prototypes show 23% waste reduction in perishable supply
chains [1].

Critical Challenge: On-chain Al inference requires specialized hardware (e.g.,, AWS Inferentia nodes), increasing energy
consumption by 55% [3].

6.1.2. Cross-Chain Interoperability

Overcoming fragmentation across blockchain ecosystems demands standardized cross-ledger protocols for multi-
industry networks:

Technical Framework: Implement IBC (Inter-Blockchain Communication) protocols using atomic swaps and hashed
time-locked contracts (HTLCs). For example, a coffee shipment’s journey could span:

e  Farm Data: Hyperledger Fabric (agri-food module)

e  Shipping Records: R3 Corda (logistics module)

e Carbon Credits: Ethereum Regenerative Finance (ReFi) A universal resolver (ENS-style) would map asset IDs
across chains via decentralized identifiers (DIDs).

e Regulatory Alignment: Develop jurisdiction-aware smart contracts that auto-adjust data visibility (e.g., masking
farmer GPS under GDPR) using zero-knowledge proofs. The EU’s EBSI initiative offers early templates but
suffers 380ms latency per ZK-SNARK verification.

e Business Model: Tokenized fee-sharing among chains (e.g., logistics chain pays 0.0001 ETH per data query to
agri-chain). Pilot tests with Polkadot’s parachains show 89% success in cross-industry audits but expose new
attack vectors (e.g., bridge exploits).

e Scalability Barrier: Cross-chain transactions incur 210-400ms latency overhead - unacceptable for time-
sensitive (e.g., pharma) supply chains.

6.1.3. Quantum-Resistant Cryptography

With quantum computers (e.g., IBM Osprey, 433 qubits) threatening SHA-256 and ECDSA by 2030, post-quantum
security upgrades are urgent:

Migration Path:

Table 5 Migration Path

Current Tech | Quantum-Vulnerable | PQ Replacement Deployment Complexity
Hashing SHA-256 SPHINCS+ (Stateless) | High (Block restructure)
Signatures ECDSA CRYSTALS-Dilithium | Medium

Encryption AES-256 FrodoKEM Low
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NIST’s [37] standards prioritize CRYSTALS-Dilithium for Fabric CA signatures, though key sizes balloon from 256b to
2.5KB, increasing storage by 18%.

Transition Strategy: Hybrid certificates (quantum-safe + ECDSA) during migration, with Fabric v4.0 supporting "crypto-
agility" auto-selecting algorithms based on threat intelligence feeds [22].

Performance Impact: Benchmarks show PQ signatures increase transaction latency by 120-180% (Table 5). Mitigations
include lattice cryptography accelerators (FPGA-based) and aggregated signatures [49].

Adoption Hurdle: 74% of enterprises lack crypto-agility frameworks [36], risking "cryptographic lock-in."

6.2. Integrated Implementation Roadmap

To translate these directions into practice, a three-phase rollout is proposed:

% Short-Term (2025-2026):

Deploy Al anomaly detection in high-value chains (pharma, semiconductors) using off-chain inference.
Establish industry consortia for cross-chain standards (aligned with IEEE P2145) [26].

Initiate hybrid certificate migration for quantum preparedness.

Mid-Term (2027-2029):

Standardize ZK-proofs for GDPR-compliant immutability.

Launch blockchain-Al chips (ASICs) to reduce energy overhead.

e Achieve 1,000 TPS via Fabric sharding + HoneyBadgerBFT consensus.

« Long-Term (2030+):

e  Full PQ-cryptography adoption.

e Cognitive supply chains: Integrating blockchain, Al, and digital twins for autonomous optimization.

7
L X4

7. Concluding Remarks

Blockchain is not a panacea but a catalytic enabler for supply chain transformation. When architected with enterprise-
grade scalability (PBFT), strategic loT integration, and stakeholder-centric design, it delivers measurable gains in
transparency, efficiency, and trust. The future lies in converging blockchain with Al, interoperable networks, and
quantum resilience but success demands collaborative standardization, regulatory innovation, and cost-sharing models
that empower SMEs. As supply chains evolve into "value webs," this integrated vision promises not just incremental
improvement but fundamental redefinition of global commerce. Quantum-Resistant Cryptography Performance Impact
the of various quantum-resistant cryptographic algorithms compared to the currently used ECDSA, based on testing
conducted on AWS c6i.8xlarge instances. ECDSA, with a signature size of 256 bits, demonstrates the lowest latency
across all metrics, requiring just 0.8 milliseconds for key generation, 1.2 milliseconds for signing, and 2.1 milliseconds
for verification. In contrast, CRYSTALS-Dilithium a promising post-quantum algorithm produces a much larger
signature size of 2.5 KB and exhibits higher processing times, with 3.1 ms for key generation, 2.8 ms for signing, and 4.9
ms for verification. SPHINCS+, another quantum-resistant candidate, has the largest signature size of 15 KB and the
highest latency, particularly in signing (12.4 ms) and verification (18.7 ms), despite its fast key generation time of 0.3
ms. These results highlight the trade-offs between security and performance as cryptographic systems transition to
quantum-resistant algorithms.
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